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Information and Communication Technologies and Children’s Rights:
What is being done in Taiwan

PEI-CHUN LIN*

|. Introduction

Today's children are often known as digital natives, as internet and social media become an essential
part of their daily lives at ever younger ages. According to UNICEF, youths aged 15 to 24 are the most well-
connected group in the world, with around 71% of them using the web, compared with 48% of the global
population'”. In Taiwan, research show that over 82% of children between the ages of 11 and 14 years have
their own personal mobile phone, while nearly 90% have social media accounts®.

As stated by UNICEF in its State of the World’s Children 2017: Children in a digital world report,
information and communication technologies (ICT) not only provide increasing numbers of people with
access to “high-quality educational content, including textbooks, video material and remote instruction,
and at a much lower cost than in the past”, but also have the potential to “increase student motivation by
making learning more fun and relatable”®. Indeed, ICT have made an immense contribution to children’s
education, and created opportunities for personalized learning, enhanced connectivity outside classrooms
and more diverse teaching and learning approaches.

However, ICT, and the internet and online forums in particular, also provide a platform for risky
behaviors, which can lead to harmful and often permanent physical and psychological damage for children.
It is becoming increasingly apparent, that while digitalization is changing the way we engage with the
world and offering tremendous new opportunities for younger generations, there remain disadvantages
and risks which cannot be taken lightly, particularly when users are young and particularly vulnerable to
violence and exploitation.

This article focuses on the relevance of the United Nations Convention on the Rights of the Child (the
CRC) to children’s use of ICT and its incorporation into domestic law in Taiwan. In addition, three types of
danger associated with the use of ICT by children in Taiwan are explored as examples, namely online

sexual exploitation, internet addiction and cyberbullying..

Il. The convention’s influence on children’s online safety in Taiwan

Although Taiwan is not a member of the United Nations, and faces obstacles to becoming a state party to
United Nations human rights treaties including the CRC, the Taiwan Parliament has not been reticent in
engaging with international human rights standards that relate to children.

In 2014, the Taiwan Parliament passed the Act to Incorporate the United Nations Convention on the
Rights of the Child 2014 (the CRC Implementation Act), which gives legal effect to the provisions of the
CRC'". As a gesture of commitment, parliament designated 20 November 2014, which marked the 25th
anniversary of the convention’s adoption by the United Nations General Assembly, as the date that the Act

% Assistant Professor, MA Program in Human Rights, Soochow University, Taiwan.
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came into effect.

Since the passage of the CRC Implementation Act, the Taiwan Parliament has made a series of efforts to
harmonize the laws of Taiwan with the CRC standards. In relation to children’s online safety, the most
notable change has been the amendment and renaming of the Child and Youth Sexual Transaction
Prevention Act (discussed in Part III) . The Taiwan government also organized the first review of
Taiwan’s initial report on the implementation of the CRC in November 2017, as required by the CRC
Implementation Act. Children’s non-government organizations (NGOs), as well as children themselves,
played an eminent role during the review process and were active in submitting reports for the review
committee’s consideration.

One report, submitted by the Taiwan NGOs for CRC, outlined the problem of children’s online addiction
in Taiwan as follows *:

“Use of electronic products by preschool children is common today, but the Government has
not yet conducted surveys on the health effects of internet use on very young children (aged 0
and above). Parents and teachers generally lack awareness of internet addiction and therefore do
not have the competence to provide assistance to children in the early stages of addiction.”

In the report, children’s NGOs collectively urged the Taiwan government to, among other things: (1)
conduct awareness raising and educational programs for children on internet safety, and establish
standards for children's usage of internet and electronic devices; (2) build understanding of preschool
children’s usage of the internet and electronic devices, and its impact on their health and well-being. In
addition, in order to reduce the dependence of children on ICT, the report recommended that the
government focused on providing diverse schemes and leisure activities to encourage children to find
interest in other interactions and activities, rather than spending all their time on the internet'” .

During the review process, other children’s NGOs also pointed to the problem of online sexual
exploitation and claimed that in urban areas of Taiwan, about 50% of the cases of sexually exploited
children and youth occurred through the mediation of the internet or friend-making software ®.

At the end of the one-week review process, the review committee made 98 recommendations, covering
all major themes of the CRC, to the Taiwan government in its concluding observations®. On the issues
involving ICT, in addition to specific mention of internet bullying, the committee made a general statement
about “cooperation with the civil society and the business section”, in which it recommended that the
government establish and implement regulations to ensure that the business sector complies with the
rights of the child, particularly in the area of, amongst others, children’s media, including social media and

% In relation to child sexual exploitation, the review committee reminded the government of

the interne
the Optional Protocol to the United Nations Convention on the Rights of the Child on the Sale of Children,
Child Prostitution, and Child Pornography, in particular its protection of child victims as witnesses in
judicial proceedings .

In the context of the issues raised by children’'s NGOs in Taiwan and the recommendations and
observation of the review committee, this articles discusses the current situation and issues relating to
online sexual exploitation of children, online addiction and internet bullying in Taiwan, and urges the

Taiwan government to introduce further measures to keep children and youth safe online.
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I1l. Online sexual exploitation, internet addiction and cyberbullying

A. Online sexual exploitation

Although the exploitation of children is not a new phenomenon, the rapid development and spread of
ICT has exacerbated the problem and created new forms of exploitation. According to statistics published
by the Taiwan Ministry of Health and Welfare ( & 4= & £l & ), there were 1,219 cases of child sexual
exploitation in 2019, 466 of which involved traditional forms of exploitation, while the remaining 753 cases
took place online. These statistics demonstrate how online sexual exploitation of children is replacing
traditional forms, such as acting as a host or hostess in a bar, escorting tours, or providing singing or
dancing companion services, with these occupations also involving sexual activities.

The fight against child sex exploitation in Taiwan can be traced back to 1995, when parliament enacted
the Child and Youth Sexual Transaction Prevention Act (5t & K A 4E V%8 5 Bl #1451 ), with the aim of
rescuing child prostitutes, many of whom came from remote areas and had been sold by their parents to
work in the cities. Over the past decades, statistics show that these crimes have developed in step with
technological advances. While it is challenging to attempt to change the behavior of both perpetrators and
victims, and little is known about what works to reduce these crimes'”?, the law has gradually evolved in
line with international standards.

In 2015, recognizing the need to acknowledge children who have been sexually exploited as ‘victims’,
rather than viewing them as ‘counterparts of sex transactions’, the Act was renamed the Child and Youth
Sexual Exploitation Prevention Act (the Child Sexual Exploitation Act), with the scope of what was
considered to be sexual exploitation for the purposes of the Act substantially expanded to reflect the
Optional Protocol to the United Nations Convention on the Rights of the Child on the Sale of Children, Child
Prostitution, and Child Pornography. The Act also replaced its previous concept that the transaction or act
in question involve an exchange of money or other valuable goods in return for sex with children, with the
optional protocol’'s approach to exploitation, providing a list of forms of sexual abuse and exploitation" .

The Taiwan Parliament drafted the abovementioned definition with children’s use of ICT in mind. The
amended Act sought to regulate online sexual behavior involving children, and recognized that virtual chat
forums and social media prompted easy exchange of photographs among children, without any physical
contact and often knowledge of the risks associated with such an exchange.

As an example of the case with which ICT can enable exploitation, in a 2017 case involving at least 121
child victims, some less than 10 years of age, the perpetrator used online platforms such as LINE, Facebook
and BeeTalk to build a trusting relationship with the victims in order to obtain pornography. Photos of the

(14)

children were posted by the perpetrator online and were available for downloading ™. In the court of first

1 . .
19 "a 3-year term of imprisonment under

instance, the perpetrator was sentenced to, amongst other things
the Child Sexual Exploitation Act for seducing the production of electronic signals or pictures that show a
child or youth engaging in obscene acts, and for showing others those signals or pictures.

For victims of child pornography, such as those in the case detailed above, the real-world boundaries
that might have limited their re-victimization no longer exist, as in the networked world, the scope for re-
victimization is potentially infinite. As such, children’s NGOs in Taiwan have long advocated for stricter
laws and tougher sanctions on perpetrators of child sexual exploitation and for child pornography in
particular.

The following table summarizes selective provisions of the Child Sexual Exploitation Act relating to child
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Type of criminal act relating to child pornography Penalty

§36 filming and producing

Filming and producing child pornography involving a child )
S ) Imprisonment for not less than 3 years and not
engaging in sexual intercourse or obscene acts, or ) ..
more than 7 years, or in addition thereto, a fine

roducing pictures, photographs, films, videotapes, compact
P &P protosrap P DA of up to NTS3,000,000.

disks, electronic signals, or other objects that show a child
or youth engaging in sexual intercourse or obscene acts.

§38 distribution, broadcasting or sale
Distributing broadcasting, selling, publicly displaying, or by
other means showing others pictures, photographs, films, | Imprisonment for not more than 3 years, or in
videotapes, compact disks, electronic signals, or other | addition thereto, a fine of up to NTS$5,000,000.
objects that show a child engaging in sexual intercourse or
obscene acts.

Fine of not less than NT$10,000 and not more
than NT$100,000. The possessor may also be
required to receive counseling for a period of not
less than 2 hours and not more than 10 hours.

A fine of not less than NT$10,000 and not more
than NTS$100,000. The perpetrator may also be
required to receive counseling for a period of not

§39 possession
Possessing child pornography without justifiable reasons
for the first time.

§44 paid viewing
Watching a child engaging in sexual intercourse or obscene

acts and paying a consideration.
baylng less than 2 hours and not more than 10 hours.

pornography and their respective penalties.

One of the most controversial issues currently being discussed and challenged by NGOs and others is
whether the current sanctions for possession without justification ( § 39 possession) are too light. As
outlined in the table above, mere possession of child pornography without justification only attracts an
administrative penalty of a fine of not more than NT$100,000, plus the possibility of receiving counseling
for between 2 and 10 hours. However, in a recent article titled “Child Online Sexual Exploitation: Every

"9 the author cites remarks made by children’s NGOs and raises

private photo results in lasting damages
the question: Would it be a crime if images of children involved in obscene acts are simply stored in a
person’s computer without further action by the possessor? A number of children’s NGOs believe
possession itself is a crime, otherwise “its like getting a traffic ticket”’”. Others believe the crux of the
issue is “where these images are from”"¥? In any event, once images of children become products with a
commercial value, offenders will try to groom children with the aim of providing their private images,
therefore putting children in a vulnerable situation"” .

As scholars have pointed out, due to the breath of this problem, as well as the fact that more advanced
technologies are being created every day, legal sanctions alone will not be sufficient. Additional efforts,
such as incorporating an educational component into sanctions, must be made, so that social norms can be

(20)

changed at the same time “”. Others have raised the important question of holding websites that engage in

the exploitation or human trafficking of children legally accountable (both civilly and criminally) for their

role in such acts?".

B. Internet addiction

In fact, the World Health Organization has officially recognized gaming addiction as a modern disease.
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According to its definition, gaming disorder is *?:

“a pattern of gaming behavior (“digital-gaming” or “video-gaming”) characterized by impaired
control over gaming, increasing priority given to gaming over other activities to the extent that
gaming takes precedence over other interests and daily activities, and continuation or escalation
of gaming despite the occurrence of negative consequences.”

In recent large-scale research into internet gaming disorder (IGD), conducted by Taiwanese academics
Chiu, Pan and Lin, and involving 8,110 students from grade four to senior high school (around 10 to 17
years of age), the results showed that the prevalence of IGD among participants was 3.1%*’. One of the
research findings was that “the elementary group has the highest prevalence estimate rate of IGD, and

'@ Other research provides similar

IGD prevalence estimate rate decreases as the students’ age increases’
figures, reporting that 2.8% of students in Taiwan tend to be internet gaming addicted, with males tending
to have a higher addiction rate (5.7%) than females (0.7%). In terms of age groups, primary and
intermediate school students have higher addiction rates (3.1% and 3.2% respectively) than high school
and university students®. One explanation provided in Chiu, Pan and Lin’s research was that young

%) as the “prefrontal cortex and other cortical networks that are

v (27)

people are particularly prone to addiction
critical for judgement and self-regulation do not fully mature until the age of 21-25 years’

Other research conducted in Taiwan has looked into other aspects of internet addiction and IGD. One
study examined factors that influence internet addiction among Taiwanese vocational high school students,
and found that students from families with four or five children had a higher tendency towards internet
addiction than those from families with fewer children. One possible explanation provided by the
researchers was that “parents with more children can have divided attention, therefore provide more
tolerance and less restriction on each child’s internet access””. Moreover, researchers commented on the
connection between parents’ educational level and their children’s internet addiction tendency, observing
that those “with a lower education level may be less aware of the effect of internet addiction or occupied in
their career that demand longer hours and attention” @ In terms of prevention, Taiwanese researchers
have also found that family environmental factors are the most important factors associated with primary
school students’ internet addiction, namely family members’ internet literacy, whether or not parents use
ICT in a way that provides a good example for children, the quality of parent—child communication, and
parents’ efforts to spend time with their children®’.

The above research findings reinforce the point that parents are key to preventing their children from
being addicted to the internet. However, the fact that the Taiwan government failed to address the issue of
internet addiction in its Initial State Report on the Implementation of CRC in 2017°" highlights the
government’s lack of awareness of and knowledge about these issues, despite the wealth of research
conducted on the topic by scholars and researchers in Taiwan.

C. Cyberbullying

Cyberbullying is “bullying with the use of digital technologies. It can take place on social media,
messaging platforms, gaming platforms and mobile phones. It is repeated behaviour, aimed at scaring,
angering or shaming those who are targeted”®?. In Taiwan, the number of students affected by
cyberbullying is growing at disturbing rates. According to statistics published by the Child Welfare League
Foundation in 2020, 47% of students surveyed have been involved in cyberbullying, and one-third have

bullied others on the internet' ™ .
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Many Taiwanese academics and researchers have looked into the issue of cyberbullying during the past
decade. Issues examined range from empirical studies on the problem of cyberbullying in Taiwan and its
impacts®’, to the efficacy of awareness-raising measures and their impact'™® . For example, in a study
based on 1,745 questionnaires completed by students from 61 schools in Taiwan, the researcher found
students with better academic performance at school were less likely to fall victim to bullying on the
internet, and that there was a strong link between cyberbullying and on-campus bullying®”. In other
words, those students who experience bullying in the real world also tend to become the victims of
bullying in cyberspace.

In addition to traditional complaints and counseling mechanisms in schools, victims of cyberbullying can
file an online compliant with the Institute of Watch Internet Network (iWin). iWin is a non-profit
organization established under Taiwan's Protection of Children and Youths Welfare and Rights Act, with
the aim of promoting online safety and receiving complaints about internet content that is harmful to
children and youth®’. As iWin was established by legislation, it is an example of “public and private
partnership”® . According to annual reports published on its website, in 2019, iWin received a total of

%9 Most cyberbullying occurred on Facebook

3,139 complaints, of which 242 were cases of cyberbullying
social media (130 cases) “”. Once a compliant is received, iWin makes an assessment of the alleged
harmful content based on the “Framework on internet content which are harmful to Children’s health and
wellbeing” (8% A % 5t B Ui B N 2 ) 7R HE 22 ), and on whether the content is likely to constitute a
violation of a law or regulation. Where content is assessed as harmful, iWin will first notify the content
provider and request an improvement. Where no improvement is made, the complaint will be transferred
to the responsible government authority for further investigation and handling "’

While iWin is currently the primary cyberbullying complaints mechanism in Taiwan, scholars believe
that expanding its power and authority to deal with complaints would improve its efficacy and competence,

and that more budget should be invested in its operations by the government .

IV. Conclusion

For the future, it is urged that, building on the incorporation of the CRC into domestic law in 2014, the
Taiwan government should now also incorporate and implement the two optional protocols to the CRC
(namely, the Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child
Prostitution and Child Pornography; and the Optional Protocol to the Convention on the Rights of the
Child on the Involvement of Children in Armed Conflict).

Doing so will mean that any government actions and initiatives aimed at combatting the dangers faced
by the younger generation in the cyberspace will be more clearly guided by international standards. This is
particularly the case in relation to aspects of business and children’s rights, as well as the government’s

obligation to raise awareness for all stakeholders.
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